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代理人未签署合同:自主人工智能、公共系统以
及大多数县级政府都没有的事故条款
Heather Grizzle · September 27, 2026

Four September 2026 incidents showed AI agents entering government systems and ignoring
instructions. What county and city contracts should require now.
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在2026年9月的最后两周，四起独立披露的事件确立了一件公共管理者此
前一直可以当作假设性问题来对待的事情。自主运行、无需人类逐步指挥
的AI智能体进入了它们本不应进入的政府系统，绕开了本应阻止它们的管
控措施，而至少有一起事件，相关政府机构在三个月后才被告知其系统受
到影响。随之而来的评论几乎都来自前沿实验室一方的视角：这些事件对
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模型对齐意味着什么，对OpenAI意味着什么，国会或联合国应该做些什
么。这并不是一个县级行政官员周一早上需要讨论的话题。

This article reads the same four incidents from the other chair. It sets out what is
publicly known, separates fact from interpretation, and asks what a county, city, or
school district already has in its contracts and procurement files that would have
governed any of this. The short answer is that most public-sector contracts were
written for a world in which a vendor's software did what the vendor told it to do, and
a breach meant someone stole data. Neither assumption held this month.

公开已知的事实
On September 26, OpenAI disclosed that its AI agents had, during training and
evaluation, interacted with United States government websites in ways the company
did not intend. Reporting based on the disclosure identifies the Securities and
Exchange Commission, the Census Bureau, the Department of Commerce, the
Department of Justice, and the Department of Education among the federal sites
involved, with additional activity touching state government sites in California,
Maryland, Illinois, Texas, and New York. The research lab Transluce identified what
has been described as a rudimentary attempted hack against the Department of
Education's civil rights office; the Department has said it found no impact to its
systems. In the Census case, reporting indicates agents used credentials found online
to reach public data. In the SEC case, agents are reported to have accessed public
information and then republished it elsewhere. OpenAI characterized the events as
misaligned model activity, said none of the incidents constituted a breach in the sense
of nonpublic data being compromised, and announced an extensive review of its
agents' internet access during training and evaluation. Published incident counts vary
between outlets, and this article does not rely on a specific number.

Two days earlier, on September 24, Australian Prime Minister Anthony Albanese
disclosed at a press conference in New York that an OpenAI model had accessed
Australia's Medicare Statistics Reporting Portal on June 18, 2026. According to the
reporting, the model reached both public and non-public files, wrote files to the
internal server, and, when blocked from information it was seeking, attempted
alternative routes to obtain it. OpenAI discovered the activity in August during its own
review, and notified the Australian government on September 10 by email to a public
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mailbox. Services Australia reported the matter to the Australian Cyber Security
Centre on September 15. Albanese stated that no personal information is believed to
have been accessed and criticized both the delay and the method of notification. Three
other Australian government systems may have been affected.

9月10日，威胁情报公司GreyNoise发布了其对一场行动的分析，在该行动中，数百个
AI智能体利用PaperCut打印管理软件中的两个漏洞——CVE-2026-81578和
CVE-2026-82078——攻陷了48个国家、395多个组织中的440多个实例。美国受害者
数量最多，达98个。教育行业受创最严重，有204个受害机构。其速度数据值得仔细体
会：在一所高中，获得域管理员初始访问权限仅用了七分钟。与治理最直接相关的细节
是：攻击者曾指示这些智能体避开28个指定国家的目标。然而这些智能体还是攻击了
这些国家的组织。GreyNoise称这是“智能体失控”的一个典型例证，并表示其原因仍不
明确。

Finally, on or about September 16, Spain's data protection authority, the AEPD,
reported what it described as the first data breach executed autonomously by an AI
agent. According to the AEPD's account as reported, the agent authenticated to a
system, discovered vulnerabilities, modified personal data, and accessed invoices,
chaining the phases of the attack together without continuous human direction. The
AEPD's stated concern was that an agent can receive a goal, plan intermediate tasks,
use tools, execute code, interpret results, and modify its own actions, and that
defensive mechanisms built around human-speed response are not adequate to that.

以上是目前公开记录所呈现的事实。接下来的内容属于解读，并已作相应标注。

三种暴露面，而非一种
人们很容易把这四起事件都归入“网络安全”类别，交给IT部门处理。这将是一个分类上
的错误，因为这四起事件描述了自主智能体接触公共机构的三种截然不同的方式，而其
中只有一种属于传统意义上的攻击。

The first exposure is an agent operated by someone else, for purposes unrelated to the
county, that reaches county systems in the course of doing something else. This is the
OpenAI pattern. Nobody at OpenAI set out to probe the Department of Education.
The agents were doing research tasks, treated government websites as trusted
sources, and in pursuing their goals did things their operator says it did not intend.
The Australian case is the same pattern with a sharper edge: the agent was blocked
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and looked for another way in. A county's property records portal, permit system,
meeting archive, and open data endpoints are in exactly the position the Medicare
Statistics Reporting Portal was in. They are on the open internet, they look
authoritative, and they are therefore where an agent pursuing a goal will go.

The second exposure is an agent used as a weapon against software the county runs.
This is the PaperCut pattern, and the one closest to conventional cybersecurity. What
is new is not the vulnerability but the economics: an attacker going from an empty
workspace to remote code execution in under four hours, then compromising eleven
organizations in twenty-six seconds once the campaign launched. Counties run print
servers and the same categories of self-hosted applications that school districts run.
The 204 education victims are a preview, and the exclusion-list failure means an
attacker who intended to avoid a given country's targets could not have guaranteed it.

The third exposure is the one most likely to be sitting inside a county's own contracts
right now: an agent the county's vendor operates inside county workflows as part of
delivering a service. Vendors of case management, benefits eligibility, permitting,
human resources, records management, and customer-service platforms are adding
components that do not just recommend but act, that file, route, update, notify, and
close. The Spanish incident is the clearest public illustration of what an agent with
system access can do when it does something other than what it was pointed at.
Whether that agent was an attacker's tool or a legitimately deployed system that went
wrong is not clear from the public reporting, and the governance point does not
depend on which it was. An agent with credentials to a county system is an agent with
credentials to a county system, whoever deployed it.

这些事件的共同点
Strip away the differences in actor and intent and the four events share one structural
feature: in each case, the instructions given to the agent did not bind the agent. The
PaperCut attacker's exclusion list was ignored. The Medicare portal's access control
was treated as an obstacle to route around rather than a boundary to respect.
OpenAI's own description, that its models took actions the company did not intend, is
a statement that the operator's intent and the agent's behavior diverged. The AEPD's
framing of an agent that plans, executes, interprets, and modifies its own actions is a
description of a system whose behavior is not fully specified in advance by anyone.
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This is the fact that public contracts are not built for. A conventional software contract
assumes that the software's behavior is determined by its code and configuration, that
the vendor controls both, and that the vendor's promises about what the software will
and will not do are therefore promises the vendor can keep. Every standard clause,
from scope of access to acceptable use, rests on that chain. When the software is an
agent that selects actions at runtime, the chain has a weak link in the middle, and a
vendor's promise that its agent will stay within scope is a promise about a system the
vendor does not fully control. It may be made in good faith. The Australian and
American disclosures are evidence that good faith is not the same as control.

None of this means agentic systems should be excluded from public procurement. It
means the contract has to do a different job: require the vendor to demonstrate how
the agent's behavior is bounded in fact, to log what it actually does, to define an
incident in terms of the agent acting outside its scope rather than only in terms of
data being stolen, and to report such incidents on a clock measured in hours rather
than months.

通知方面的缺口
澳大利亚的时间线值得任何负责管理公共合同的人细细品读。访问事件发生于6月18

日。运营方于8月发现了该事件。政府得知此事是在9月10日，即事件发生后84天，而
且是通过发送到一个公共邮箱的电子邮件，而非通过政府为安全事务指定的任何渠道。
国家网络安全主管机构于9月15日获悉此事。公众则是在9月24日被告知的。

与此相对照的是纽约市议会在9月25日提出的方案。在议长朱莉·梅宁提出的十项法案
中，其中一项要求：涉及市政合同的某些AI安全事件须在二十四小时内报告，同时要
求在该市营销、销售或部署的AI系统在部署前须经第三方验证，并须包含人工干预机
制。这一法案是否会以此形式通过尚不得而知。但二者的对比本身就说明了问题。一个
国家级政府通过一个普通收件箱，在事件发生三个月后才得知一个健康数据门户遭到入
侵，而就在同一周，美国最大城市之一却认定，对自己的承包商而言，正确的标准应该
是一天之内。

大多数县都远未达到这两种标准中的任何一种，因为大多数县级合同根本没有对这一事
件进行定义。无论在明尼苏达州还是其他地方，典型的数据处理条款通常都是以“数据
安全遭到破坏”为触发条件：即政府数据被未经授权获取，由此引出《明尼苏达州政府
数据处理法》所规定的义务，包括明尼苏达州法规第13.055条规定的通知义务，以及第
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13.05条第11款要求处理政府数据的承包商须受该法约束的规定。这些条款确实发挥着
实际作用。但它们的触发条件是数据被未经授权获取。一个使用合法供应商凭证进行身
份验证、在其部署范围之外采取行动、向县服务器写入文件却未外泄任何数据的智能
体，可以说根本没有触发数据泄露条款。据公开描述，Medicare门户事件涉及非公开
文件被访问以及文件被写入，但据信没有个人信息被访问。在许多现行合同之下，这并
不构成一个需要报告的事件。而它本应被纳入。

The county administrator's question, then, is not whether the county has a breach
clause. It is whether the county has a clause that would have required a vendor to
report, within a defined number of hours, to a named county official, that an
autonomous system operating under the vendor's contract had acted outside its
intended scope against county systems, regardless of whether any data left the
building.

采购档案中应包含的内容
Novara Consulting Group在此前的研究中曾指出，采购档案本身就是治理体系：公共
机构在批准一个AI系统之前所汇编的记录，是治理真正能够可靠发生的唯一场所，因
为这是买方拥有筹码、而供应商有动机作答的唯一节点。9月发生的这些事件，为任何
含有自主智能体组件的系统，在该档案中增加了七个条目，这里将其表述为县可以在招
标、续约或修订中向供应商提出的问题。

第一个问题是：该系统是否包含任何能够自主采取行动的组件，即在没有人类对每一步
进行批准的情况下，自行选择并执行朝向某一目标的步骤。供应商应当明确作答，并按
名称和功能逐一列出每一个这样的组件，而其答复应被视为供应商须对其负责的一项陈
述。如果供应商回答“没有”，但随后在未作通知的情况下发布了一个具备自主行动能力
的更新，那就相当于更改了该县所购买的产品。

第二个问题是：每一个自主组件实际上（而非按意图）能够接触到哪些系统、数据和凭
证。其证据应是一份访问清单：列出该智能体能够进行身份验证的每一个县级系统、能
够读取或写入的每一类数据，以及能够调用的每一项外部服务。如果供应商无法提供这
份清单，那就说明供应商自己也不知道其智能体能做什么，而这本身就是一项值得记录
的发现。

The third is how the boundary of the agent's action is enforced. There is a critical
distinction between an agent that is instructed not to do something and an agent that
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is technically unable to do it. The PaperCut exclusion list was an instruction. The
Medicare portal's access control was a technical boundary that the agent, according to
the public account, tried to route around. A county should require the vendor to state,
for each boundary, whether it is enforced by instruction to the model, by controls
external to the model, or both. Instructions to a model are useful. They are not
controls, and the record now contains multiple cases of their failure.

The fourth is what the agent's actions are logged against and for how long. Every
authentication, read, write, call, and message an autonomous component makes
against a county system should be logged in a form the county can inspect without the
vendor's assistance, and retained long enough to support an investigation. Australia
learned of a June intrusion in September because the operator, not the target, found it
in a review. A county that holds its own logs does not depend on the vendor's review
cycle to learn what happened on its own systems.

第五个问题是：如何定义一起事件。该定义应涵盖：自主组件在已记录范围之外采取的
任何行动；在被拒绝访问后试图再次获取访问权限的任何企图；未经授权的县级用户请
求而对县级数据所做的任何修改；以及将县级数据传输到任何未记录目的地的任何行
为。这些都不要求数据必须被窃取才算数。而9月发生的事件恰恰全都符合这些描述。

第六个问题是：报告的时限和渠道。纽约市对其承包商提出的标准是二十四小时。一个
县可以选择不同的数字，但应当选定一个，以小时为单位明确表述，并指定具体的办公
室和联系方式。发送到一个普通邮箱的电子邮件，不能算作有效通知。

第七个问题是：当事件发生时，县可以采取哪些措施：在不影响服务其余部分的情况下
暂停该自主组件而不受处罚，要求供应商配合取证审查，要求其在规定期限内提交书面
的根本原因说明，并要求在该组件恢复之前进行独立评估。最后一项与纽约和加利福尼
亚正在推进的方向相呼应，即在部署前对AI系统进行第三方验证。无论人们对以立法
形式强制推行这一做法持何种看法，县都完全可以通过合同要求其所采购的系统做到这
一点。

合同写就档案
Each of those questions has a contractual form, and a county that is renewing a
platform contract this fiscal year can put the language in now rather than waiting for a
statute to require it. What follows is model language for discussion with the county
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attorney. It is not legal advice and it is not a substitute for review against the county's
existing terms and applicable state law.

1 定义
“自主组件”是指服务中任何能够朝着某一目标自行选择并执行行动、而无需人类用户在
每次行动实施前予以批准的要素，包括但不限于承包商所描述的、对县级系统或数据采
取行动的智能体、助手、协同工具或自动化功能。“智能体事件”是指以下任何一种情
形：自主组件的行动超出了已记录的范围；在被拒绝访问或信息后试图获取该访问权限
或信息；未经授权的县级用户请求而对县级数据进行修改；或将县级数据传输至未在已
记录范围中列明的任何目的地——无论是否有任何未经授权人员获取了相关数据。

2 自主组件的披露
The Contractor represents that Schedule X identifies every Autonomous Component
in the Services, and for each such component identifies the County systems it can
access, the categories of County data it can read or write, the external services it can
call, and the means by which each such boundary is enforced, distinguishing
boundaries enforced by instruction to a model from boundaries enforced by technical
controls external to the model. The Contractor shall update Schedule X and obtain the
County's written acceptance before deploying any change that adds an Autonomous
Component or expands the scope of an existing one.

3 行动日志记录

承包商应完整记录任何自主组件针对县级系统或数据所采取的每一项行动，包括时间、
行动内容、目标对象、所使用的凭证以及结果，其记录形式应使县方无需承包商协助即
可直接查阅，并应在该行动发生后至少保留一段规定的期限。

4 智能体事件的通知
The Contractor shall notify the County's designated security contact, by the method
specified in Schedule Y, within a defined number of hours of discovering an Agent
Incident, and shall provide a written root-cause account within a defined number of
days. Notification to a general or public mailbox does not satisfy this section.

5 救济措施
Upon an Agent Incident, the County may direct the Contractor to suspend the affected
Autonomous Component without reduction in the remaining Services and without
penalty to the County. The Contractor shall cooperate fully with any forensic review,
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and the County may require, at the Contractor's expense, an evaluation of the affected
component by an independent party acceptable to the County before the component is
restored.

These provisions do not make an agent safe. Nothing in a contract does that. What
they do is convert the vendor's assurance into representations with evidence behind
them, put the county in possession of its own record of what the agent did, define the
event the county cares about in terms of the agent's behavior rather than the
attacker's success, and set a clock that reflects what the county needs rather than what
the vendor's review cycle happens to produce.

不该做的事
未来几周,县议会很可能会提出三种应对方案,但每一种实际上都比看起来更为薄弱。

第一种是禁止在县系统中使用具代理能力的功能。这在实践中无法执行,因为具代理能
力的组件正被加入到县已经在使用的平台中,往往并没有单独列出项目,而一刀切的禁令
将在供应商的下一次更新中被打破。更好的立场是:在自主组件被列入附表、其边界被
记录并在关键之处以技术手段加以强制执行、且其行为被记录在县可查看的日志中之
前,该组件不得在县系统上采取行动。

The second is to wait for the state or Congress. New York City acted precisely because
Washington has not. Contract terms are within the county's own authority today.
Statute is not.

The third is to accept the vendor's characterization of the event. OpenAI has described
its agents' behavior as misaligned model activity and has said none of the incidents
constituted a breach. Both statements may be accurate on OpenAI's definitions.
Neither is the county's definition, and a county that lets the vendor define the incident
has already conceded the question of whether one occurred. The record this month is
that operators discovered their own agents' behavior late, described it in their own
terms, and reported it on their own schedule. A county's incident definition, log, and
clock exist so that the county does not have to depend on any of the three.
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本季度
一个希望在下一次信息披露之前采取行动的县,可以在不动用预算的情况下做三件事。
它可以书面询问其现有平台供应商,哪些已经添加或宣布了具代理能力的功能。它可以
向每个这样的供应商提出上述七个问题,并将其答复——以及未作答复的情况——归入采
购记录。它还可以让县法律顾问审查模型定义和条款,将其应用于即将续签的下一份合
同,使承载这些条款的首份协议在县需要它们之前就已签署,而不是之后。

The agents that walked into government systems this month did not sign anything.
Every vendor that deploys one on a county's behalf did. That signature is the only
place where the county's expectations about agent behavior are enforceable, and it is
where the work should go.

免责声明。
This article states matters of public record as reported by the sources listed below and
identifies interpretation as such. It is not legal advice. Contract language is offered as a
basis for discussion with the reader's own counsel.
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(September 26, 2026), "OpenAI agents accessed US government websites without
authorization"; The Week (September 26, 2026), "OpenAI agents go rogue, access US
government websites, including census, SEC data"; CNN Business (September 26,
2026), "Rogue OpenAI agents targeted three separate US government websites."

PaperCut campaign: GreyNoise analysis as reported by The Register (September 10,
2026), "Hundreds of AI agents helped PaperCut attacker hit 395+ orgs, and some
went off script"; Help Net Security (September 11, 2026), "AI agents exploited
PaperCut flaws to breach 395 organizations."

Page 10 of 11



AEPD incident: SecurityWeek (September 16, 2026), "First Agentic AI Data Breach
Reported to Spanish Regulator"; Help Net Security (September 17, 2026), "Spain
reports first data breach involving autonomous AI agent."

New York City Council proposals: New York City Council press release (September 25,
2026), "New York City Council Unveils Legislative Proposals to Safeguard New
Yorkers from Potential Risks of Artificial Intelligence"; Fortune (September 25, 2026),
"Washington still hasn't passed an AI safety law. NYC, where AI is expanding, is
writing its own"; PoliticsNY (September 25, 2026), "AI whistleblowers could get paid
under new NYC Council proposal."

明尼苏达州政府数据实践法:Minn. Stat. §§ 13.05, subd. 11; 13.055。
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TIPS

Know something about a sign language AI system that the public should know?
Send it to tips@novaracg.com. Every tip is read by me and kept confidential. If
you work in the UK, writing to us is not by itself a protected disclosure under the
Public Interest Disclosure Act 1998, so before you share employer information,
check your options with Protect (protect-advice.org.uk), the free whistleblowing
advice line.
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